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! For more information, read Cyber Denial, Deception and Counter Deception: A Framework for Supporting Active Cyber Defense, Kristin E. Heckman et al., Springer International

Publishing, 2015.
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2 Anti-tamper technology applies mechanisms that prevent or slow unauthorized reverse engineering of sensitive electronic equipment, computers, software, and other technologies

critical to creating U.S. militaryadvantage.
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3 Common Attack Pattern Enumeration and Classification (CAPEC™) provides a comprehensive dictionary of known patterns of attack employed by adversaries to exploit known

weaknesses in cyber-enabled capabilities.

“4Structured Threat Information Expression (STIX™) is a language and serialization format used to exchange cyber threat intelligence. STIX enables organizations to share threat

information with one another in a consistent and machine-readable manner.

5Trusted Automated Exchange of Intelligence Information (TAXII™) is an application-layer protocol for communicating cyber threatinformation as represented in STIX.

Visit https://oasis-open.github.io/cti-documentation/ for more on STIX and TAXII.

SMITRE ATT&CK™ is a globally accessible knowledge base of adversary tactics and techniques based on real-world observations. https://attack.mitre.org/
7NSA/CSS Technical Cyber Threat Framework (NTCTF) is a National Security Agency standard for characterizing adversary activity with a common technical lexicon closely aligned with
industry definitions. This common technical cyber lexicon supports sharing, product development, operational planning, and knowledge-driven operations across the Intelligence Community.
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